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1 Introduction 4  Algorithm Implementation and Application
Cyber security is an urgent topic of our time [1]. Increasing degrees of digitalisation open We define the filtered reconstruction error of the autoregressive algorithm, either the RBM or
novel attack paths [2] into critical infrastructure, including nuclear detection systems [3]. the AE as ,
The present work describes how continuously measuring radiation detection systems can R i(D E()] — ) (4)
be fortified against intentional cyber attacks from outside. Y dt

with 1,, being a moving average of size w. Eq. (4) then yields a time signal that uniquely detects
man-in-the-middle / replay cyber attacks

2 Vulnerability Analysis

Reasoning behind the vulnerability assessment: woteral Soectrum o o
m Handheld and mobile instrumentation is operated when needed, not necessarily con- E

100

nected to network for extended durations and less prone to hacking or intrusion, instead ] / /
. . . . . . 200
threatened by data manipulation, which we discussed in a previous work [4] ‘
. ° . . 300 b
B Stationary detection systems are continuously connected to network, highly prone to _
external attacks such as Distributed Denial of Service (DDoS) or Replay Attacks with . Normal background conditions
online data exchange O
600
Vulnerability Probability Description Attack Vector w 100 :'
Handheld RIID or SPRD High Data Manipulation File, cf.[4] g 800 :
= :[ Normal detection of a Cs-137 source
Handheld RIID or SPRD Low Man in the Middle / Replay Attack Network, USB i 3
Mobile Search System (Vehicle) Medium Man in the Middle / Replay Attack Network 1000 H H :[ Attack Type: Replay of BG DETECTED(!)
1100 8!
Mobile Search System (Vehicle) High Data Manipulation File, Network, cf. [4] £ g_
, , , , 12008 1y DETECTED(!)
Stationary Portal High Man in the Middle / Replay Attack Network, Stream o HN | :[ Attack Type: Replay of Cs-137
Stationary Portal High DDoS REST API 1400 ¢ | . DETECTED(!)
Enrichment Analysis Medium Data Manipulation File, cf.[4] . :[ Attack Type: Replay of Source series(')
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3 Autoregressive Networks with LSTM

Figure 2. Example of a test scenario, involving a real background measurement combined
with artificially injected cyber attacks. From left to right: Spectrum waterfall diagram yielding
the temporal deviation of the data, count rate and reconstruction error € according to (4).

T é n—’ Q) —s 4o Details on the training and test data:
YVE WU — . .
X m Training and test data originate from measurements from two 2" x 4” x 8" Nal:Tl detector
ﬁ Yo (2x RADEAGLE Cx unit from innoRIID), including digital MCA and intrinsic stabilisation
; pen | | | | B Measurement data acquired per second: 2k spectrum, dose rate, count rate and identifica-
H I tion result
f Change of L, e e ion (g e B Data slice pertime: u(E. t): one data slice at time ¢, N: time window size, temporal interval:
“YF': Forget Gate
Gy YU+ nput Gate xX(7) = |W(E,7),u(E, 7 —dt),...x(E, 7 — Ndt)] (5)
(a) (b) o oTme YO : Output Gate

, , , , o m Data set for training recurrent networks with LSTM:
Figure 1. Left: a) Restricted Boltzmann Machine, b) Autoencoder. Right: Principle of

long-shortterm-memory shown as unfolded neural network. Be aware that this way X train = [X(7), X(T + dt), x(T + 2dt), ..., x(T + M, dt)] here: M ~ 1000,dt =1s  (6)
to plot a network includes explicitly the temporal dimension(}).
XTest = [x(7), x(7+dt),x(7+2dt), ..., x(7+Msdt)] here: My~ 1600, dt = 1s, cf. Fig. 2 (7)

Approach: corresponds to arrays of overlapping data intervals, shifted by dt
m We encrypted our data stream S both with a Restricted Boltzmann Machine (RBM) and m Input layer: 102 units, latent layer: 4, time window size: 8s
an Autoencoder (AE) [5], please see Fig. 1-Left (a) and (b)
m Important! We use Long-Short-Term-Memory (LSTM), as this allows to learn temporal
dependencies, see Fig 1-Right.
Recipe for training: 5 ReSU ItS
1. Train the learning algorithm A = D [E(x)| on data from system, by using a historic series

of m data streams S;, i € [0, ...m — 1] Detectable cyber attacks

B Repeated longterm acquisitions; tests of procedure directly in the data stream
2. Deploy forward transformation network E(z) (Fig. 1) in spectrum data streaming,

m Forward evaluation is quick enough, to be applied online and real-time
r—=h: h=E( 1 m System detects reliably replay attacks of constant data sets and time-varying data sets
()
B Constraint: Time-variation must be within the LSTM window
adding h with its n numerical values (where n is the dimension of latent layer) to the data
stream S
3. Extract h from data stream S Refe rences
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5. The attacker has no access to D(x), thus manipulation and man-in-the-middle replay
attacks can be detected by the condition:
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