Cydrill

VALLEY Software Security

Intensive, hands-on training session from the
top-rated software secure coding experts in
Europe.

Web Application
Secuvrity in JAVA

In Sofia. In partnership with
Cydrill Software Security

25.09 —29.09.2023 (MON -FRI)
09:00 AM —13:00 PM

Your Web application written in Java works as intended, so you are done, right? But did you
consider feeding in incorrect values? 16Gbs of data? A null? An apostrophe? Negative numbers,
or specifically -1 or -2*317? Because that's what the bad guys will do — and the list is far from
complete.

Attend onsite or hybrid/online.

Course Description

Handling security needs a healthy level of paranoia, and this is what this course provides: a
strong emotional engagement by lots of hands-on labs and stories from real life, all to
substantially improve code hygiene. Mistakes, consequences, and best practices are our blood,
sweat and tears.

The curriculum goes through the common Web application security issues following the OWASP
Top Ten but goes far beyond it both in coverage and the details. All this is put in the context of
Java, and extended by core programming issues, discussing security pitfalls of the Java
language and the runtime environment.

So that you are prepared for the forces of the dark side. So that nothing unexpected happens.
Nothing.

Full Course Outline: https://cydrill.com/courses/web-application-security-in-java/
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Cydrill

LEARN
VALLEY Software Security

Intensive, hands-on training session from the
top-rated software secure coding experts in
Europe.

Web Application
Security in JAVA

In Sofia. In partnership with
Cydrill Software Security

25.09 - 29.09.2023 (MON -FRI)
09:00 AM — 13:00 PM

Attend onsite or hybrid/online.

Labs: 26

Case studies: 14

Audience: Java developers working on Web applications

Preparedness: General Java and Web development

Standards and references: OWASP, SEI CERT, CWE and Fortify Taxonomy
What you will learn:

¢ Getting familiar with essential cyber security concepts.

e Understanding how cryptography supports security.

e Learning how to use cryptographic APIs correctly in Java.
o Understanding Web application security issues.

e Detailed analysis of the OWASP Top Ten elements.

e Putting Web application security in the context of Java.

e Going beyond the low hanging fruits.

e Managing vulnerabilities in third party components.

Full Course Outline: https://cydrill.com/courses/web-application-security-in-java/
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TICKETS

This live training session in Sofia is limited to 15 participants. Once tickets are sold-out a waiting
list will be created, and a new training session will be announced. Private training session can be
delivered if the request is for more than 6 participants. Private training sessions for more than 6
participants can be customized.

Ticket Participants EUR, VAT excl.

Vitosha Single 1 2,250
Ropodi Team 1-3 6,595
Pirin Team 6-12 13,455
Rila Team 13-15 15,995

Full Course Outline: https://cydrill.com/courses/web-application-security-in-java/
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TESTIMONIALS

“Each topic is
presented in great
detail.”

“Exercises! Nothing
beats a hands-on
approach!”

“The whole course was one of the best I've participated in. The content was relevant, presented
and paced well. The labs complemented the material in a good way.”

“I really enjoyed the balance between theory, labs, and stories. The information was presented in
very affordable way - not too many specific and complicated details, but the same way with great
feeling in the end that you pretty well understand what we are discussing and how something
should /should not be done. Presentation skills of Erno are great, he manages to keep me
listening all the time with interest! :) Really great training, learned a lot!”

“Great trainer - seemed really experienced and was able to draw your attention and keep it till
the end. | liked all the real-life examples as well as the labs.”
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Terms of Purchase / Purchase Order Confirmation Form

Today, -------- , Learn Valley OOD (registered seat: Ekzarh Yosif str. 30 B, Sofia 1000, Bulgaria;
company registry number: 204703432; (EU) VAT number: BG204703432) (hereby referred as
“Service Provider”) agrees to deliver services for Buyer, as per the below Service Specifications,
Terms of Cancellation, Intellectual Property rights, and Terms of Payment.

(registered seat: ; company registry
number; -------------- ; (EU) VAT number: ) (hereby referred as “Buyer”)
agrees to order services from Service Provider, as per the below Service Specifications, Terms
of Cancellation, Intellectual Property rights, and Terms of Payment.

1. Service specifications

Training Course EUR

Web application security in Java

https://cydrill.com/courses/web-application-security-in-java/

Language of instruction is English. Training materials are provided in
English.
Duration: 5 days from 09 AM to 1 PM (24 training hrs).
Delivery dates: 25-29.09.2023 (MON — FRI)
Instructor: Cydrill authorized trainer, Erno Jeges

Delivery: Onsite or hybrid/online.
Participants:

VAT 20%

Total, EUR, with VAT:

2. Terms of cancellation

Buyer is entitled to cancel this Purchase Order Confirmation by written notice (hereinafter
referred to as cancellation notice; written includes email as well) any time according to the
following conditions:
e The Purchase Order is deemed to be cancelled on the day when the cancellation notice
of the Buyer is received by the Service Provider.
¢ If the cancellation notice is received more than 30 calendar days before the beginning of
the ordered training course: There is no cancellation fee.
¢ |f the cancellation notice is received within 30 and 15 calendar days before the beginning
of the ordered training course: 50% of the fee specified in the related Purchase Order
must be paid by the Buyer.
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¢ If the cancellation notice is received within 14 calendar days before the beginning of the
ordered training course: 100% of the fee specified in the related Purchase Order
Confirmation must be paid to the Buyer.

Payment of cancellation fees should be done within 30 calendar days from the day when the
Service Provider received the cancellation notice.

3. Intellectual property rights

All rights, titles, and interests in and to all copyrights, patents, trade secrets concerning the
processes or documentation and other intellectual property rights of whatever nature created or
otherwise arising out of or related to the training courses and/or to the training materials of the
training shall vest in and be the sole and exclusive property of Learn Valley OOD, whether or not
specifically recognized or perfected under applicable law. Learn Valley OOD explicitly
emphasizes that no video or audio recording of any kind can be made during the presentations,
not even for internal use by the participants.

4. Terms of payment

By placing a Purchase Order Confirmation to Learn Valley OOD the Buyer confirms that she/he
has read and understood the course information (course outline, prerequisites, content, course
abstract, instructor’s description, target audience, course outline and any other information
which is relevant and available via the course announcement / proposal) and confirms that the
training she/he is enrolling fits to her/his needs.

Payment Terms is 10 calendar days after delivery.

Financial Identification

Learn Valley Ltd.

IBAN: BGO6RZBB91551008410024
BIC: RZBBBGSF

This binding Purchase Order Confirmation — including all terms, conditions, and prices — is valid

until
The Service Provider hereby accepts and The Buyer hereby accepts and confirms
confirms this Purchase Order Confirmation | this Purchase Order Confirmation
Place, date: Place, date:
Signature: Signature:
Name, position: Dimitar Stoev, Managing Name, position:
Partner, Learn Valley OOD
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