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Artificial intelligence vs. explainable artificial intelligence

JArtificial intelligence is the science and engineering of making
computers behave in ways that, until recently, we thought required
human intelligence?,

- Andrew Moore, Carnegie Melon University

,<Machine learning is the study of computer algorithms that allow
computer programs to automatically improve through experience’,

- Tom Mitchell, Carnegie Melon University
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Natural intelligence

Bl

Excellence in
Applied Research

Colleague with enough experience to setup
process based on stomach feeling

Model returns v = ds / dt m Apply model, e.g. to control roll forces
Get function s(t) and its derivative ds / dt INFORMATION

Measurement of t, S

Combine models, realize relevances

Organize, put into context

DATA Measurement of flathess

Design of experiment EXPERIMENT / ACQUISITION Specific sensorial infrastructure

NATURE INDUSTRY Flat steel production

Results from the RFCS dissemination project ControllnSteel Page 3



Natural intelligence applied to process
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Interprete & Draw

Changes & Conclusion
Optimizes
Process
KNOWLEDGE ”
UNDERSTANDING /
MODEL
PROCESS
METHODS
Observe
Analyse Visualization

ACQUISITION

Data Mining
Machine Learning

Record

DATA

*experts in your plant may differ from picture Page 4
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1)  Lambda-Architecture” expansion for Explainable Al

WORKFORCE

= Resembles problem we faced before

= Not the same, but similar

[\ /" (& Knowledge Reservoir Explainable
BATCH LAYER BATCH VIEW ° o .  Contains expert know-how }  Technical Results
and analytical models Interpretation
Slow processing of batches, APPLICATION Problem
does not depend on process ey /\/ F Ruptures during
o ‘.‘ rolling
4 - Web Interface
Cause
Special oscillation
frequency
detected

STREAMING ENGINE

SPEED LAYER

- Kafka
- MQTT

Rapid processing, quick
maths, fast infrastructure
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L2 Need for Human-Al-Collaboration

WORKFORCE
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= Al onboarding strategy as part of implementation
projects

Instead, Al must become
part of the team

= Fear of job loss
= Fear of being outperformed
= Fear of becoming obsolete




LT) Collaboration-oriented design of user interfaces
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= Allow staff to embrace Al as helpful tool
= Design of user interfaces that do not disclose the full Al solution

= Provide a mode of choice, always integrate personnel in decision process
= Gamification can be used as motivational factor

= Diskussion of last week
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LT) Explainable Al - Fusing know-how with Al methods

WORKFORCE
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Semantic layer with process know-how

Knowledge Reservoir
Contains expert know-how
and analytical models
e.g. for physics-infusion

Explainable
Technical Results

Interpretation

Relevance

Problem
Ruptures during
rolling

Forensics of decision
finding process

Cause
Special oscillation
frequency
detected

Learning algorithm
Neural Network,
Decision Tree, Forest

Machine learning layer with algorithms
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A short look into history...

Numbers Abacus
Congo Babylon
20,000 BC 2,400 BC
Counting Term ,Data”
Sumeria =ngland
4,000 BC 1640
Proto-Language
200,000 BC |
Agriculture Train
< 9,500 BC Germany
1804

Hebb, Hebbian

Learning Deep Learning
Canada 1971
1940
Shannon
Theory of S
communication | Digitalisation
1948 Rise of PC
1985
Car Internet,
Germany WWW
1886 - 1990
1982

LSTM
1997/
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AUutonomous
Digital Twins
20174

Netflix,

Streaming
2007
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Industrial evolution over time
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Accompanying theoretical concepts / maths / algorithm introduction

Production planning o ' th Decentral systems
Scheduling Ontrol theory Advanced algorithms
Industry 1.0 l i Industry 2.0 l Industry 3.0 l Industry 4.0
Machines Assembly line * Computer " Networks
Mass production Automation Communication
Integration

Horizontal & Vertical Integration of people, Al
Integration and robotic automation
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Emerging technologies in 2020

Secure Access Service Edge (SASE)
. Social Distancing Technologies

Each red dot
Embedded Al Explainable Al .
Data Fabric I b haS tO dO Wlth

Composable Enterprise
Al Augmented Development A I

g Responable Al Carbon-Based Fransistors
(») Multiexperience 3
’; Digital Twin of the Person
8 Packaged Business Capabilities ¥ Citizen Twi
Generative Al : ;
) Bring Your Own Identit
8 ediginitee oy ring Your Own Identity
Adaptive ML -
& - Social Data
- Private 5G
Ll Generative Adversarial W Differential Privacy Ortelacias ad Granhs
Net\./vorks @ - Biodegradable 9 P
2-Way BMI (Brain Sensors

Machine Interface)

/

) Health Passport

Self-Supervised Learning

Low-Cost Single-Board

Computers at the Edge DNA Computing and Storage

— Al-Assisted Design

Authenticated
Provenance
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
&
Time

Plateau will be reached:
() less than 2 years @ 2to5years @ 5 to 10 years A\ more than 10 years ) obsolete before plateau As of July 2020

gartner.com/SmarterWithGartner

Source: Gartner
© 2020 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner and Hype Cycle are registered trademarks of Gartner, Inc. and its affiliates in the U.S. G a rt n e r®
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= Hype wave features 11 elements
touching Al

= 5-6 related to overcoming
current barriers

= (Ontologies

= Explainable Al

= Al Augmentation
= (enerative Al

=  Adaptive Al

= Responsible Al
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Important areas of challenges for Al in process industry

= Network

" Server HW 1 ® » Fears of staff
= Cost reduction N
® TECHNOLOGY as partner
@ @@ y _ WORKFORCE
® Fields of @
Challenges

3

SECURITY
« Joinable A » Cybersecurity Risks

= Scalable = Automation (OT) Risks
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Application example: Risk of process failure

Target thickness Steel type
I

Prediction of the process failure risk during
roughing, using a regression approach

= Normal target thickness: easy to reach —
(green dots in the picture) .
= Small target thickness: harder to reach, 900\\ (a)
not all red dots achieve it 1000 ~o " s | 1
Normalised Thickness

Target thickness Steel type

-

Solution: Deep Belief Regression T T
= Floating-point prediction of the process Temperature [°C] 2 |
risk allocating this risk to each product 500 3] * o |
900\\ Thickness not achieved ‘
1000 05 1

Normalised Thickness
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Application example: Continuous casting
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Good

et s

Bad

Importance of pre-enrichment with
known transformations

Cross-validated reproduction
quality of label

= Fourier Transformation and
Morlet-Wavelets yields clear
differences in bad and good |
cases &

Results from the RFCS project PRESED, SupportCast, CastDesMon
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Application example: Analysis of multiple signal streams

- Uy

1.4 Signals
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Probability

Anomaly!
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Extending the idea to the big picture
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How do anomalies relate in multiple signals?

How early can an anomaly be detected?

Details: Talk from 2020-10-15

Common
Input
Data

Physics-
Enriched
INnput

Input Layer

e

/

Results from the ZIM projects ADC, SitErk and MeDeLe funded by German SME programme

Physics-infused
hidden layers
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ldea of many machine learning approaches
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Credit: Similar explanation as
seen on the Future Steel
gy Forum 2019
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Important preconditions prior to apply Al

Data generated during the processes must be associated with
core elements of the production

= Products, machines and parts tracking
= Digital graph of the production

= What routes are possible and where are intersections?

NoSQL Database technology

Performance

Relational
Databases

ittle Data Huge Data
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Infrastructural challenge: Implementing Lambda-
Architecture to foster Al application

Model training (takes some time)

BATCH LAYER | | BATCH VIEW f,

NoSQL Database

| APPLICATION
technology :

*{ Slow processing of batches, |
. does not depend on process

| - Web Interface

SPEED LAYER |

*| Rapid processing, quick
. maths, fast infrastructure

Model application (quick)

)\ Architecture




Frontiers, now and then

Semantic
descriptions

. Semantic
descriptions Models
Models/

———————————— P ——
Simulation &
Forecasting

............
g ® "y
l‘ '.
‘. ..
* ¥
+

Aggregated Simulation & ‘ ¥ Aggregated
quality data Forecasting A quality data

High-resolved

e Optimisation
Righ-resolved P production data

Optimisation |
production data

Where we are... ...where we have to go.

BEI

Results from the RFCS dissemination project ControlinSteel




. Integration also brings ,problems”

Integration was mayor part of the
Industry 4.0 plan

IT . ’

Al can provide
automatic feedback into
production = access to OT layer

BEl

Results from the RFCS project AutoSurveillance Page 21




Summary
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= For successful application of Al techniques...
= An appropriate technical infrastructure must be established for plant wide data collection
= The data management must be optimised and availability should be complete
= All network structures, IT systems and automation systems must be secured

= A Human-Al-collaborative approach must take the interests of workforce into account to
overcome acceptance barriers

= Betriebsforschungsinstitut (BFI)
=  We are supporting the process industries, especially steel industry, in the digital transition
=  We develop proposals for funding research projects and coordinate subsequent projects

=  We offer direct, contracted research for those with urgent problems
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Thank you for your interest!

Dr. Marcus J. Neuer

Head of Department Automation Downstream

VDEh-Betriebsforschungsinstitut GmbH
Stahl-Zentrum - Sohnstralde 65 - 40237 Dusseldorf
Telefon +49 211 6707-254 - Mobil +49 175 2064672
E-Mail marcus.neuer@bfi.de - www.bfi.de
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@ Important preconditions prior to apply Al

2 W P
P O o8
V. - . - > /ch)\,,:}ﬁ

= Al requires data for training and testing

= Data must be available over the whole production chain

P — eV v

T e = Data must be associated with a product, machine or part

= Design of experiment concept

Digital shadow Digital twin
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Real object Real object Real object
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. Challenge: Provide product-(object)-oriented data

Example: Supervised ML
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@ Challenge: Sequence effects with Al

s = Fxample where a common ,Al” approach may fail

2 | = Associate each time series of a coil with the coil object, e.g.
e~ L with a digital twin

N O 2D
-l @ _gip———

P — eV v

= Collect labels for these coils

A = ook for the cause-effect relation with learning approach to
S 14258 5 see what leads to the defect

- Y ol
[ i v = B

2D oV
O~~~ O ud M~

= Sometimes this is wrong...

defect cause

A
\
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Integration also brings ,problems”
ECURITY

Process
Control

Scalability
Web Communi-

Interfaces cation
Industrial
HW

Databases

Industrial
SW
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Stuxnet ,Not-named" HRM KraussMaffei
- Process control attacked - Process control ® - Ransom demand
- Political intention attacked - 27.11.-10.12.2018
- Means of warfare - >719.08.2016
.Not-named" blast furnace Norsk Hydro
- Process control attacked - Ransom demand
- Systematic approach to drive ® . LockerGoga
furnace into unstable regime - Shortages
- <19.11.2014 - (3ood reaction

- All computers down
- 19.03. - 05.04.2019

= |T attacks, commonly associated with ransomware

= | ongterm, latent perturbation of European steel
production processes by invisible attacks on automation

layer (OT)

= Al also provides a solution here !

Normal process
Perturbed processes
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